OLIEHOYHBIE MATEPHAJIBI
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(KOMILJIEKT OLIEHOYHOM JOKYMEHTAIWH )
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JOKYMCHTALIMH:




1. CHACOK MCIIOJIB3YEMBIX COKPAIIIEHUM

I'nA - TOCYIapCTBEHHAas UTOrOBas aTTECTALU
19 - JIEMOHCTPalMOHHBIN YK3aMEH
13 BY - JIEMOHCTPallMOHHBIN SK3aMeH 0a30BOr0 YpOBHS
I 1Y - JIEMOHCTPallMOHHBIN SK3aMeH NPO(YUILHOTO YPOBHS
KO/ - KOMIUJIEKT OLIEHOYHOU TOKYMEHTALUU
OK - o0uras KOMIEeTeHIUs
oM - OLICHOYHBIM MaTepuall
A - IIPOMEXYTOYHAas arTecTanus
IIK - npodeccuoHanbHas KOMIETEHIUS
Clio - cpenHee nmpodeccruoHaabHOE 00pa3oBaHUE
®IroC CIiO - ¢denepanbHblii roCyJ1apCTBEHHBIN 00pa3oBaTeIbHBIH
CTaHJApT CpeIHEro NpogecCHOHAIbHOIO OOpa3oBaHUA, Ha
OCHOBE KOTOpOro pa3palOTaH KOMIUIEKT OLIEHOYHOM
JNOKYMEHTALNH
Iad - LIEHTp IIPOBEACHUS JEMOHCTPALMOHHOIO 3K3aMEHa
2. CTPYKTYPA KO/
B crpykrypy KO/:
1. KOMIUIEKC TpeOOBaHMM i1 TPOBEACHHUS JEMOHCTPALMOHHOTO
DK3aMEHa,
2. nepedeHb OOOpPYNOBaHUS M OCHAIICHMS, PACXOIHBIX MaTepUasoB,

CpeJCTB OOYYEHHS U BOCITUTAHMUS;

3. NPUMEPHBIN TUIaH 3aCTpOikH miomaaku /3;
4 TpeOOBaHUs K COCTaBY dKCIEPTHBIX TPYIIIL;
5. WHCTPYKIIUU MO0 TEXHUKE OE30MacHOCTH;

6 oOpa3err 3a1aHusl.



3. KOJI

3.1 Kommiekc TpedGoBanmii 1 nposeaenus 19

Hpumenumocts KO, Hactosmuit KO/l npegnasHaueH s opraHu3aiiu
u nnposeaenus /12 (yposHeii J[D) B paMkax BUAOB aTTeCTaIMil 10 00pa30BaTeIbHBIM
nporpaMmaM  CpeJHEro  Npo(ecCHOHAIBHOIO  00pa3oBaHUs,  YyKa3aHHBIM

B Tabnuie Ne 1.

Taomnuia Ne 1

Bua arrecranuu Yposenn 1D
I1A -
THUA bazoBrrit yPOBeHB
[Tpo¢uibHBINA YpOBEHB

KOJ B wactu IIA, TUA (D BY) pa3zpaboran Ha ocHOBe TpeboBaHUI
K pe3yibTaTaM OCBOeHHUsI oOpazoBarenbHOM mnporpammbl CIIO, ycTaHOBIEHHBIX
B coorBeTcTBUM ¢ OI'OC CIIO.

KOA B wactu TMA (D IIY) pa3paboran Ha OCHOBE TpeOOBaHUM
K pe3yJibTaTaM OCBOeHHsI oOpaszoBarenbHON mporpammbl CIIO, ycTaHOBIEHHBIX
B cootBerctBUM ¢ PI'OC CIIO, Bkmouyas KBaTH(pUKAIMOHHBIE TPEOOBAHMUS,
3asIBJICHHbBIC OpraHu3alusIMH, paboroaarensiMu, 3aMHTEPECOBAaHHBIMHU
B MIOJITOTOBKE KaJPOB COOTBETCTBYIOIICH KBaTU(DUKAIUH.

KO/ B wactu 'HA (I3 ITY) BKIIIOYa€T COCTaBHBIE YACTH - NHBAPUAHTHYIO
qJacTh (00s3aTeNBHYIO YacTh, ycTaHOBICHHYIO HacTosmuM KOJI) u BapuaTtuBHYIO
JacTh (HEOOs3aTeNbHYI0), COJepKaHUE KOTOPOW ompesenseT o0pa3oBaTeIbHas
OpraHu3alnus CaMOCTOATEIbHO Ha OCHOBE COAEPKAHUS pPEAM3yeMOll OCHOBHOM
oOpazoBarensHOM mporpammbl CIIO, Bkmtouas kBanmuduKanmoHHBIE TPeOOBaHUS,
3asIBJICHHBIE OpraHu3alusIMH, paboTomarensiMu, 3aMHTEPECOBAHHBIMU
B TOATOTOBKE KaJpOB COOTBETCTBYIOIICH KBamu(pUKAIMK, B TOM YHUCIE
SBIIIONIMMUCS ~ CTOPOHOM  JOroBopa O ceTeBod  (opme  peanmsanuu
0o0pa3oBaTeIbHBIX MpPOrpaMMm U (WJIM) JOTOBOpa O NPAKTUUYECKON MOATOTOBKE

00yYarOITHUXCA.



OO0uue opranu3anuoOHHbIC TPEOOBAHMA:

1. JID HampaBiieH Ha OIpeJeSeHue YPOBHS OCBOCHHUSI BBIMTYCKHUKOM
Marepualna, MpPeayCMOTPEHHOro oO0pa3oBaTeIbHOM NporpaMMoN, W CTENEeHU
c(hopMUPOBAHHOCTU MPO(PECCHOHATBHBIX YMEHUN U HABBIKOB MYTEM MPOBEICHUS
HE3aBUCHUMOM SKCIEPTHON OIICHKH BBIMIOJHEHHBIX BBIMTYCKHUKOM MPAKTUYECKUX
3aIaHUN B YCIOBUSIX PEATBHBIX WA CMOJCIUPOBAHHBIX MPOU3BOJICTBEHHBIX
IIPOIIECCOB.

2. 19 B pamkax [ UA npoBoautcs ¢ ucnonbzoBanueM KO/I, BKIIFOUEHHBIX
oOpa3zoBaTeIbHBIMU Opranu3anusmMu B nporpammy ['MA.

3. 3aganust /IO pmoBoasTca 0 TJIABHOTO  JKCIepTa B JICHb,
NpeaIeCTBYOMMN AHIO Havyana /9.

4, OO6pazoBarenbHas  opraHuzamnusi  o0ecreunBacT  HEOOXOIUMbIC
TEXHUUYECKHUE YCIOBUS ISl 0OecrieueHus 3aJjaHusiMu Bo BpeMsa J[D oOyuaronuxcs,
yieHoB ['OK, 4ieHOB 3KCIEPTHOM TPYyMIIBI.

5. IO mnposomutcs B LIIJD, mnpencrapmsitomeM co00# IIOMIANKY,
000pyIOBaHHYIO M OCHaIIEeHHYIO B cooTBeTCTBUU ¢ KO/I.

6. HIT/ID wmoker pacmonaratbCsi Ha TEPPUTOPUU 00pa3oBaTEIBLHOMN
OpraHu3allvy, a pu ceTeBOM GopMe peanuzanuu 00pa3oBaTEIbHBIX MPOrpaMM —
TAakKe Ha TEPPUTOPUU HWHOM OpraHu3aluy, o0JaJaronel HeoOXOIUMBIMU
pecypcamu aiist opranmzanuu LITJ3.

7. Oo6yuaroruecs npoxonat JI9 B LIT[D B cocTaBe sK3aMeHAITMOHHBIX
TPYIIIL

8. OOpazoBaTenbHasl OpraHu3amys 3HAKOMUT C IJIAHOM IPOBEICHHUS
JID oOywaromuxcs, cparomux J1O9, w nui, oOecrneunBaromuX IPOBEICHHE
J12, B cpoK HE MO3HEe YeM 3a 5 pabounx JHEH /10 AaThl MPOBEICHUS K3aMeHa.

9. KommuectBo, o00mas 1uiomaab ©  COCTOSIHHUE  IOMEIIEHHH,
MpEeAOCTaBIsIEMbIX JJIsl mpoBeneHus [[D, noiKHBI oOecrneurBaTh MPOBECHUE

13 B coorBeTcTBUU ¢ KO/I.



10. He no3gHee ueM 3a OAuH pabOyuil JIeHb 0 JaThl IPOBEICHUS
JID rnaBHBIM 3KCIIEPTOM ITPOBOAUTCS NpoBepka roroBHoctr LII/ID B npucyrcrBun
YJICHOB 3KCHEPTHOW TPYyMIbl, OOy4YaIOIIMUXCS, a TAKKE TEXHUYECKOIro HKCIepTa,
HAa3HA4YaeMOIro OpraHu3alMeil, Ha TEPPUTOPUHU KOTOpou pacnonoxeH LTI,
OTBETCTBEHHOI'O 3a COOJIIOJICHUE YCTAaHOBJIEHHBIX HOPM U MPaBWJ OXpaHbl Tpyna
Y TEXHUKHU 0€30MaCHOCTH.

11. T'maBHBIM 3KCHiepTOM ocyiiecTBiseTrcs ocMotp LT3, pacnpenenenue
00s3aHHOCTEM MEXJy WICHaMHM SKCIEPTHOM TPYyHMbl MO OLEHKE BBIIOJIHEHUS
3amanuid J1D, a Takxke pacmpeneneHue padoyuX MECT MEeXAYy OO0ydarolUMHCS
C HCIOJIb30BAHMEM CMOco0a ciiydailHOM BbIOOpKH. Pe3ynbTathl pacnpeseneHus
00s3aHHOCTEW MEXIYy 4IeHaMH SKCIEPTHOW TPYMIbl U pacupeneicHus padbodunx
MECT  MeXay  oOydaromuMucs  (PUKCUPYIOTCS  TJABHBIM  JKCHEPTOM
B COOTBETCTBYIOIIUX MPOTOKOIAX.

12. OOyuaromuecs 3HAKOMSTCS CO CBOMMHU pabOYMMHM MECTaMH, IO
PYKOBOJACTBOM TJIAaBHOTO JKCIIEpTa TAKKE€ TMOBTOPHO 3HAKOMSATCA C IUIAHOM
npoBeaeHuss J1O, ycloOBHSAMU OKa3aHHs IEPBUYHOW MEIUIMHCKON MOMOIIH
B HII/ID. dakT 03HaKOMIIEHUS OTPAXKAETCS IJIABHBIM JKCIIEPTOM B IMPOTOKOJIE
pacrpeierieHus: pabounx MecCT.

13. Homyck oOyuaromuxcs B L{IT/ID ocymiecTBiasieTcst riaBHBIM SKCIIEPTOM
HA OCHOBAaHUHU JJOKYMEHTOB, YJIOCTOBEPSIOIINX JTUYHOCTb.

14. OOpa3oBaTenpHas OpraHuzamus 00sg3aHa HE IO3JHEE YeM 3a OJUH
pabouuit neHs 10 AHS mpoBeneHus /IO yBeIOMUTh TIIaBHOTO dKCIepTa 00 ydacTHu

B npoBeaeHuu JID ThroTopa (aCCUCTEHTA).

TpeooBanue Kk npoaokuTeabHocTu JIJ. IIpogomKUTEIbHOCTH

J1D 3aBUCHUT OT Buaa aTTecTanuu, ypoBHs JIO (Tabmuma Ne 2)



Tabmnuia Ne 2

Bun Yposens /1D CocraBHast 4yacTh [IpoxoKuTEILHOCTH
aTTecTalNu KO/ Jlic)
(unBapuaHTHas/
BapHaTHBHAsA)

A - MuBapruaHTHas 4acTh 1 4. 30 muH.
I'MA 0a30BbIi MuBapuanTHas 4acThb 3 4. 00 muH.
I'MA npoIIBHBIN MuBapuanTHas 4acTh 3 4. 30 muH.
I'MA poMIEHBIN CoBOKyNHOCTh He 06os1ee 4 4. 30 mun.

WHBApUAHTHOHN U
BAPUATUBHOMN 4acTeM




TpeooBanus k cogep:xxkanuio KO/, Equnoe 6a3zoBoe siapo coaepxkanus KOJI (tabmuma Ne 3) chopMupoBaHo Ha OCHOBE
BUJIa ACSATEIHLHOCTH (BUAA MTpodeccuoHanbHo aestenbHocTH) B cooTBeTcTBUM ¢ DI'OC CIIO u siBnsieTcs o0111en coaepxraTeIbHON
OCHOBOM 3a7annii /IO BHE 3aBUCUMOCTH OT BUJIa aTTECTALMU U YpOoBHA 3.

Ta6muma Ne 3

EJIMHOE BA3OBOE AJ1IPO COAEP KAHUSA KO/I[1]

Bun pesareannoctu/ Bua Ilepeyenn ounenuBaembix OK/IIK IlepeyeHb oneHMBaeMbIX YMEHUI, HABLIKOB
npodeccuoHAIbLHOM 1eATeTbHOCTH (MpaKTHYeCKOro OnbITa)
Boeinonnenue pabor no mnpoekrupoBanuio | [1IK: BeimonHATh  mpoekTHpoBaHHME — KaOelbHOH | YMEHME: pacCUUThIBaTh OCHOBHBIE IapaMeTphl
ceTeBOM MH(PPACTPYKTYPHI CTPYKTYpPbI KOMITBIOTEPHOW CETH JIOKAJIBHOM CeTH

[IpakTruecknii  ONBIT: HACTPAUBAaTh  CETEBYIO
aZipecaruio

[IpakTHyeckuii ONBIT: HACTPAUBATh CTATUYECKYIO
U IUHAMHUYECKYIO MapIIPYTU3AIUIO CeTel

ITK: OcyiecTBasiTh BBIOOD TEXHOJIOTHH, | YMEHHE: HAaCTpauBaTh CTeK mpotokosos TCP/IP
MHCTPYMEHTAIIbHBIX CpEeICTB u CPEICTB | U  HCHOJb30BaTh  BCTPOEHHBIE  YTUIJIMTHI
BBIYMCIUTENBHONM TEXHUKM TIPU  OpPraHU3alUM | ONIEPAllMOHHON CHCTEMbl JJsi JAMArHOCTUKH
nporecca pa3pabOTKU U HCCIENOBaHUS OOBEKTOB | pabOTOCIOCOOHOCTH CETU

poeCCHOHAIBHON JEATENHHOCTH [TpakTHUecKHii OMBIT: YCTAHABIMBATH

U HACTpaWBaTh CETEBBIC MPOTOKOJIBI U CETEBOE
000py/I0BaHHE B COOTBETCTBHHM C KOHKPETHOM
3agaden

[TpakTuyeckuil OMBIT: HCIIOJIb30BaTh OCHOBHbIE
KOMaH/1bl JJIsl IPOBEPKHU O JKITIOUCHUS

K  MH()OPMAIMOHHO-TEJIEKOMMYHHKAIIUOHHON
cetu  «VIHTepHET», OTCIEXHUBATH  CETEBbHIE
nakeTsl, mapamerpsl [P-anpecaruu

I1K: ObecneunBaTh 3alIUTy HHPOPMALIUU B CETH YMeHue: IpUMEHsITh POrpaMMHO-aIapaTHbIE
C  HCHOJb30BAHHWEM  IPOTPaMMHO-ANIAPATHBIX | CpeACTBA Il oOecrmeueHHsl  IeIOCTHOCTH
CpeACTB pe3epBUPOBAHUS TAaHHBIX




[TpakTuyeckuii OMbIT: PUIBTPOBATH,
KOHTPOJIUPOBATh U 00ecreynBaTh O€30MaCHOCTb
ceTeBoro tpaduka

[IK: [IppyauMare y4acTMeé B IIPUEMO-CHATOYHBIX
UCIBITAHUSAX KOMIIBIOTEPHBIX CETEH U CETEeBOro
000py/I0OBaHUs PA3IMYHOIO YPOBHS M B OILIEHKE
KauecTBAa M  JKOHOMHUYECKOH  A(PPEKTHBHOCTH
CETEBOM TOTOJIOIUHU

[IpakTHyeCKHil OMBIT: OLIEHUBATh KAYECTBO
Y COOTBETCTBUE TPEOOBAHUSIM MPOEKTA CETU

[IK: BeImonHsaTh TpeOoBaHUs HOPMAaTUBHO-
TEXHUYECKOM  JOKyMEHTAalM¥, HMETb  OIBIT
0(OopMIIEHHSI TPOEKTHOM TOKYMEHTalUU

[TpakTryeckuil OMbIT: OPOPMIISITH TEXHUUYECKYIO
JIOKYMEHTALUIO




ConepxatenbHas ctpykrypa KO/l npencrasiena B Tabnuiie Ne 4.

Tabmuia Ne 4
Bun nesitesibHOCTH (BHI IlepeyeHb oLleHMBaeMbIX YMEHUI 1 A THA
. Ilepeuens ounennBaembix OK, ITK i ITA plic) plic)
npodeccuoHAIbLHOM eI TeJIbHOCTH) HABbIKOB (MMPAKTHYECKOI0 ONbITA) BY my
HNuBapuantHas yacte KOJI
Beimonnenue paboT o | IIK: BeINOJMHATE TIPOEKTHPOBAHKE | YMEHHE: PACCUNTHIBATE  OCHOBHBIE [ ] ]
IIPOEKTUPOBAHUIO ceTeBoi | kabelbHOI CTPYKTYpBI | IApaMETpPHI JIOKAJILHOM CETH
HHPPACTPYKTYPHI KOMITBIOTEPHOM CETH
[IpakTruyeckuii OMBIT:  HAcTpauBaTh | ] ]
CETEBYIO aJpeCaINIO
[IpakTHyeckuil ONBIT:  HACTPAUBATH | ] ]
CTaTUYECKYIO
U JIMHAMHYECKYIO MapHIpyTH3aLHI0
ceren
[TK: OcyiecTBasiTh BBIOOD | YMeHuUeE: HacTpauBaTh CTEK | ] ]
TEXHOJIOTMH, HWHCTPYMEHTaJIbHBIX | IpoTokojoB TCP/IP u ucnons3oBaTh
CpENCTB u CPENCTB | BCTPOCHHBIEC YTHUIIMTBI ONIEPALlMOHHON
BBIYMCIIUTEIIBHOM  TEXHUKU TIPH | CUCTEMBI JUTS JUArHOCTUKH
OpraHu3aluy npoiecca pa3padoTku | paboToCIOCOOHOCTH CETH
u HcCIe10BaHus 00bekTOB | [IpaKkTHYECKUI OIBIT: YCTAaHABIMBATH ] [ ]
npo¢ecCHOHATIBLHOM IEATENbHOCTH | U HACTPAaUBaTh CETEBHIC MPOTOKOJIBI U
ceTeBoe 000pyJIOBaHKE
B COOTBETCTBUM C KOHKPETHOU
3agauen
IIpakTHYECKUIl OIIBIT: UCIOJIB30BATH [ [ [
OCHOBHBIE KOMaHJbl AJi MPOBEPKHU

1 Conepxanne KO/l B wactu [TA paBHO coneprkaHmio enquHOe 6a30Boro siapa conepxanns KO/,
9



HNOJKJIIOUEHUS] K HH()OPMaIOHHO-
TEJIEKOMMYHUKAlMOHHOU ceTn
«HTEpHET», OTCIEKHUBATh CETEBbHIC
IIaKeThl, apamerpsl [P-anpecannn

[IK: OGecneunBath
UH(POPMALIUU B CETH
C WCIIOJIB30BaHUEM IPOTPAMMHO-
anrmapaTHbIX CPEJICTB

3aILUTY

YMeHue: IpUMEHATh  ITPOrpaMMHO-
anmaparHbie CpencTBa TS
obOecrieueHust LEJIIOCTHOCTH

pe3epBUPOBAHUS JAHHBIX

[TpakTryeckuil OMBIT: GUIBTPOBAT,
KOHTPOJIUPOBAaTh M  0OECTeunBaTh
0e30MacHOCTh CETEBOTo Tpaduka

[IK: [IppHMMaTh yyactue B IpUEMO-
CIaTOYHBIX WCITBITAHUSIX
KOMIIBIOTEPHBIX CETEH M CETEBOTO
000pyI0OBaHUS PA3TMIHOTO YPOBHS
U B  OIEHKE  KauecTBa U
SKOHOMUYECKOH  3(PPEKTUBHOCTH
CETEBOM TOMOJIOTUH

[IpakTH4eCcKuil OMBIT: OIIEHUBATH
Ka4ecTBO " COOTBETCTBHUE
TpeOOBaHUSAM IIPOEKTA CETH

[1K: BeinonssaTh TpeOOBaHMS
HOPMAaTHBHO-TEXHUYECKOM

JOKyMEHTaIluH, UMETh  OIBIT
odpopmiIeHUS MIPOEKTHOM
JOKYMEHTAI!

[TpakTrueckuii onpIT: 0HOPMIISTH
TEXHUYECKYIO JOKYMEHTAIHIO

Opranuzanus
aJIMUHHUCTPUPOBAHUS

CETEBOI'O

[TIK: AnMuHuCTpUpPOBaThH
JIOKAQJIbHBIE BBIYMCIUTENIbHBIE CETH
U IPUHUMATh MEPHI 110 YCTPAHEHUIO
BO3MOXHBIX COOEB

HpaKTI/I‘leCKI/Iﬁ OIIBIT: IIJIAHUPOBATDH

u BHEIPATH UHGPACTPYKTYPY
pa3BepTHIBAHUS CEPBEPOB

[TpakTHyeckuii OMBIT: TUIAHUPOBATH
U BHEAPATH (ailioBbIe XpaHUITHUILA
U CHCTEMbI XPaHEHHUS JTaHHBIX

IIK: AnMuHUCTpUpPOBaTh  CETEBBIE
pecypcsl B MH(OPMAIMOHHBIX
cUCTEMax

YMeHue: peructpupoBarb
NOJAKIIIOUEHUE K JOMEHY,
OTYETHYIO JOKYMEHTAIUIO

BCCTHU

10




IIpakTH4YeCKHii OMBIT:
IIPOEKTUPOBATh u BHEJIPATH
UH(PACTPYKTYPY JIECOB U IOMEHOB

IIK: OGecneunBath cOOp JaHHBIX
JUIsl aHAJIN3a MCII0JIb30BaHU

U (YHKIIMOHUPOBAHUS
IPOrpaMMHO-TEXHUYECKUX CPEJICTB
KOMIIBIOTEPHBIX CETEN

IIpakTH4YeCcKHil OIBIT: OCYLIECTBIATh
cOOp  HaHHBIX O aHaAIM3a
UCIIOJIb30BAHNUS

¥ (QYHKIMOHUPOBAHUS MPOTPAMMHO-
TEXHUYECKUX CPEACTB
KOMIIBIOTEPHBIX CETEMN

[IK: B3aumoiericTBOBaThH

CO  CIEHNUATUCTAMH  CMEKHOTO
npodus pu pa3paboTKe METOIOB,
CPEJICTB ¥l TEXHOJIOTHI IPUMCHECHHS
00BEKTOB npodeccuoHanbHOM
JeSITEeITbHOCTH

IIpakTrueckuii ONBIT: CONTPOBOKIATH
U KOHTPOJMPOBATH HCIIOJIB30BAaHUE
OYTOBOTO ceprepa, SQL-ceprepa

[IpakTU4eCKHil ONBIT: yCTAHABINBATh
Web-cepsep

DKCIUTyaTanus
HHPPACTPYKTYPHI

00BEKTOB

ceTeBou

[IK: YcranaBnuBarh, HacTpauWBaTh,
9KCIUIyaTUPOBaTh U OOCIYXHUBaTh
TEXHUYECKUE U MPOrpaMMHO-
anmnaparHble cpeacTBa
KOMITBIOTEPHBIX CeTEH

[IpakTryeckuil OMBIT: OCYIIECTBIIATh
yIaJeHHOE aJMUHUCTPUPOBAHNE

u BOCCTaHOBJICHHE
paboTocrnocoOHOCTH CeTeBOM
HH(DPaCTPYKTYPHI

[IpakTHyecKkuil ONBIT: BHEAPATH
MEXaHU3MbI CETEBOM O€30MacCHOCTH

[IK: IIpoBoauTh
npoPUITAKTHICCKHE PAOOTHI

Ha 00BEeKTax CeTeBOM
UHOPACTPYKTYpel U pabouux
CTaHIUAX

[IpakTHYeCKHil OTIBIT: COCTABIISITH
mwiaH-Tpauk  MpoPUIAKTUUECKUX
pabor

[IK: YcranaBnuBatb, HacTpaumBaTh,
9KCIUTyaTUPOBAaTh U OOCIYKHUBATh
ceTeBble KOH(UTYpaLIUU

YMeHue: OnuChIBaTh
CeTeBOM 0€30IMacHOCTH

KOHIIEIIIUNA

IIpakTHyeCcKHii ONBIT: BHEAPATH
MeXaHU3Mbl CETEeBON 0€30MaCHOCTH C
IIOMOILIBIO MEXKCETEBBIX JKPAHOB

IIK: YuactBoBaThr B
CXEMBI

pa3paboTke
M0CJIeaBAPUIHOTO

YMmenue: HaOMr01aTh 32 TpapHUKOM,
BBINOJIHATh  ONEPALMN  PE3EPBHOTO
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BOCCTAHOBJICHUS
paboTocmocobHOCTH

KOIIMPOBAHUA 1N BOCCTAHOBJICHHA

JaHHBIX

KOMIIBIOTEPHON CETH, BBIIOJHATh | YMCHHE: YCTAaHABINBATh,

BOCCTAHOBJICHME M  PE3EPBHOEC | TECTUPOBATh M  IKCILTyaTUPOBATH
KOITMPOBaHUE UHPOPMAITUU UH(OPMAITMOHHBIE CUCTEMBHI,
COTJIACHO TEXHUYECKOU
JIOKYMEHTAIINH, obecrieunBaTh

AHTUBHMPYCHYIO 3aLIUTY

IIpakTH4YeCKHii OMBIT:
OpraHu3OBBIBaTH  OecrepeOoitHyo
paboTy CHUCTEMBI 1O pPE3EpBHOMY
KOMMPOBAHUI0O U BOCCTAHOBJIEHHIO
uHbopMaluu

[IK: Opraau3oBbIBaTh YMeHue: npaBuiIbHO 0pOpMIIATH

WHBEHTapHU3AIUIO TEXHUYECKUX | TEXHHYECKYIO JOKYMEHTAIHIO
CPEACTB ceTeBOIl MHPPACTPYKTYpHl, | [IpakTHdyecKkuii OTBIT: MPOBOJANUTH
OCYIIIECTBIISATh KOHTPOJIb | MOHUTOPUHT PabOThl 000pYyIOBaHUS

000pyIOBaHUS TIOCIIE €T0 PEMOHTA

IMoCJI€ pEMOHTA

[1IK: BeinonHsaTh 3aMEHYy
PacXoJHBIX MaTepHaioB U MEIKUMN

VYMeHnue: BBIIOIHATE
yCTapeBIIET0 000PYI0BAHUS

3aMeHy

PEMOHT nepudepuitHoro
o0opynoBaHus, OTIPEIeIATh
ycTapeBliiee 000pyJI0oBaHKe

U MpOrpaMMHbBIE CPEACTBAa CETEBOM

HH(PACTPYKTYPHI

M 3aMCHY PpaCcCXOAHBIX MaTCpHUaIOB

Bapuarunas yacte KOJI

Bapuarusnas yacts KO/I popmupyercs oO6pa3oBaresibHbIMUA OpraHU3aLMsIMU Ha OCHOBE pealn3yeMoil OCHOBHOI 00pa3oBaTebHOM
nporpammsl CIIO u ¢ yueToM KBanupHUKallMOHHBIX TPEOOBAHUM, 3asBJICHHBIX KOHKPETHBIMHM OpraHU3alUsAMU, pab0TOIaTEIsIMHU,
3aWHTEPECOBAHHBIMU B MOATOTOBKE KaJpOB COOTBETCTBYIONIEH KBATU(PHUKALIMU, B TOM YUCIIE SBJISIOLIMMHCSA CTOPOHOM 10roBopa

0 ceTeBOM opMe peanuszannuu 00pazoBaTeIbHBIX IPOTPaMM U (UJIH) AOTOBOPA O MPAKTHUECKONW MOArOTOBKE O0YJarOIIUXCS.
Pexomennanuu no ¢popmuposanuio BapuatusHoi yactu KO/ s /13 ITY npencrasiens! B npuiioxkenun Ne 1 k Hactosimemy Tomy Ne 1
OIICHOYHBIX MaTEPHAJIOB.
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TpeOoBanusi kK oneHuBaHul. PacnpeneneHne 3HAYEHUNM MaKCUMAaJbHBIX

6aioB (Tabmuia Ne 5) 3aBUCHUT OT BHja aTrTecTanuu, ypoBHs 13D, coctaBisiomeit

yactu JID.
Tabmuia Ne 5
Bun Yposens 1D CocraBnas yactb KOJ{ MaxkcuMaJIbHBIA
aTTecTaluu (uHBapuaHTHas/ oas
BAPUATHBHAA YaCTh)
ImA JilC; 26 u3 26
D bY WNuBapuanTHas yacTh 50 u3 50
I'A
JICRINY 80 u3 80
A Ao Iy Bapuamusnas wacmo 20 uz 20
A DIy COBOKYITHOCTB MHBAPHAHTHOH 1 100 13 100
BapUaTHBHON JYacTei

Pacnipenenenne 6aminoB nmo kputepusMm oueHuBaHus s 1D B pamkax [1A

npejacTaBieHa B Tabauie Ne 6.

Ta6muma Ne 6

Moayab 3aqaHus
Ne (BUI ACSTEIBHOCTH, BUT

n/n npodeccruoHaIbHON

JESTETHHOCTH)

2

Kpurepuii oueHuBanus Banabl

1 | Bemmoanenue padot

110

MIPOEKTUPOBAHUIO
ceTeBOU HH(DPACTPYKTYpPHI

Boinonnenue MIPOEKTUPOBAHUS
Ka0eNbHON CTPYKTYpPhl KOMIIBIOTEPHOM 6
CeTH

OcymiectBienne BbIOOpa TEXHOJOTHUH,
UHCTPYMEHTAIBHBIX CPEJICTB U CPEACTB
BBIYHUCITUTENLHOM TEXHUKH npu
OpraHH3aIuy Mpoliecca pa3padoTKu
u UCCIe10BaHus 00BEKTOB
podeccCHoHaNBHON NeSTeIbHOCTH

Obecneuenne 3auUTh UHGOPMAIIH
B CETH C HCIHOJb30BAHUEM IPOIPAMMHO- 8
annapaTHbIX CPEJICTB

VYyactue B IIPUEMO-CIATOYHBIX
UCIIBITAHUSAX KOMIIBIOTEPHBIX CETEN

U CeTeBOro oOOpYIOBAHUS PA3TUYHOTO
YPOBHS U B OLIEHKE KauecTBa

2 (I)OpMyJ'II/IPOBKa KPpUTCpHA OLHCHUBAHHA COBIAAACT C HAMMCHOBAHUEM HK, OK ¥ HauMHaeTcs ¢ OTIIAroNILHOrO

CYHICCTBUTCIBHOI'O.




nu
CETEBOU TONOJIOTUH

SKOHOMHYECKOW  3¢dexkTuBHOCTH

Brimonnenue TpeboBaHMI HOPMATHBHO-
TEXHUYECKOM JOKYMEHTALlMM, HaJIu4ue
OIIbITA
JOKYMEHTaluu

opopMIICHHS MIPOCKTHOM

UTOIo

26,00

Pacnipenenenue O6aioB mo KputepusM oueHuBanus s [0

I'A npencraBnena B Tabauiie No 7.

bY B pamkax

TaGmuma Ne 7

Mopayab 3aqaHus
(BUI ACSITEIIHPHOCTH, BUT
npohecCuOHATBHON
JIeSITEIbHOCTH)

KpuTtepuii onenuBanus’

Banabl

1 | BemosHeHune pabot
MO TMPOEKTUPOBAHUIO CETEBOM

UH(PaCTPYKTYpPbI

Brimonsenue MIPOEKTUPOBAHUS
Ka0elbHON CTPYKTYpPbl KOMIIBIOTEPHOI
CeTH

OcymiecTBiieHUuEe BBIOOpA TEXHOJIOTHH,
WHCTPYMEHTAJIBHBIX CPEICTB

U CPEJICTB BBIYMCIUTEIHLHONH TEXHUKH
npu OpraHu3aIu nporiecca
pa3pabOTKH U HCCIIEIOBAHUS OOBEKTOB
po(heCCHOHATLHON IS TEITLHOCTH

OO6ecneveHue 3auThl HHGOPMAITHH
B cetu c WCTIOJIb30BaHUEM
IPOTPaAMMHO-AIAPATHBIX CPEJICTB

Yuactue B PUEMO-CAATOYHBIX
UCTIBITAHUSX KOMITBIOTEPHBIX CETEH

U CETEBOTO 000PYIOBaHHS PA3IUIHOTO
YPOBHSI M B OLICHKE KauecTBa

U DKOHOMHYECKOW 3(P(HEKTUBHOCTH
CETEBOM TOTIOJIOTUU

Brimonnenue TpeOOBaHMI
HOPMAaTHUBHO-TEXHUYECKON
JOKYMEHTalM{,  HalM4ue  OIbITA
odopmiIeHHs IIPOEKTHOU
JIOKYMEHTaluH

2 | Opranuzanus
aJIMUHHUCTPUPOBAHUS

CCTCBOI'O

AJIMUHUCTPUPOBAHHE JIOKAJIBHBIX
BBIUUCIIUTEIILHBIX CETCH W TPUHSATHE
MEp 10 YCTPaHEHUIO BO3MOXKHBIX
cbocB

} ®opmyanpoBka KpuTepHsi ONEHHBAHHs COBHAAaeT ¢ HaumenoBanumem IIK, OK

OTIJIAaroJIbHOr0 CymeCTBUTEC/JIbHOI 0.
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AJMUHUCTpUPOBaHUE
pecypcoB B
CUCTEMAX

CEeTEeBBIX
MH(POPMALIMOHHBIX

OGecneuenne cOopa JaHHBIX JJIs
aHaJIM3a WCIIOTH30BAHUS

¥ (pyHKIMOHHPOBAHUS MPOTPAMMHO-
TCEXHUYCCKUX CPCACTB KOMIILIOTCPHBIX
cerei

B3anmopeiictBue co crenuanucTaMu
CMEXHOTO TpodwiIs npu pazpaboTke
METOJIOB, CPEACTB M TEXHOJOTHUI
IIPUMEHEHUS 00BEKTOB
poeCCUOHAIBHOM JIEATETLHOCTH

UTOIO

50,00

Pacnipenenenne

OalioB MO KputepusiM oueHuBanus g D 1Y

(uaBapuantHas yactb KOJI[) B pamkax ['MA npencraBnena B Tabnuie Ne 8.

Tabmuma Ne 8

Moayab 3aqaHus
(BUI esATENBHOCTH, BU]T
npohecCuoOHATBHOU
JIESITETHHOCTH)

Kpurepuii onenupanus’

Banabl

1 | BemosnHeHue pabot
MO TMPOEKTUPOBAHUIO CETEBOMU

HHPPACTPYKTYPHI

Brimonnenue MIPOEKTUPOBAHUS
Ka0eIbHOM CTPYKTYpPhl KOMIIBIOTEPHOM
ceTH

Ocy1iecTBieHre BbIOOpa TEXHOJIOTHUH,
UHCTPYMEHTAJILHBIX CPEICTB

U CPEICTB BBIUMCIUTEIHLHOW TEXHUKH
npu OpraHu3anuu nporecca
pa3paboTKu U UCClIeIOBaHUS 0OBEKTOB
npodeccHoHaNBbHOM e TeIbHOCTH

OO6ecneveHue 3aUThl HHGOPMAITUH
B cetu c HUCIIOIb30BAHUEM
IPOrPaMMHO-AIaPaTHBIX CPEJICTB

[lepenumanue yd4acTus B TPHEMO-
CHATOYHBIX UCTIBITAHUSAX
KOMIIBIOTEPHBIX CETEH M CETEBOTO
000pyI0BaHUS PA3IMYHOTO YPOBHS

Y B OLICHKE KaueCTBa U SKOHOMUYECKOM
3¢ (HEeKTUBHOCTH CETEBOM TOMOJIOTHH

Beinonnenue TpeGoBaHUI
HOPMAaTUBHO-TEXHUYECKOU

JOKYMCHTAIUH, UMCTb OIIBIT

4 (I)OpMyJ'II/IPOBKa KpUTCpHA OLCHUBAHHA COBINAAACT C HAMMCHOBAHUEM HK, OK ¥ HauMHAeTcs ¢ OTIIArONLHOrO

CYHICCTBUTCIBHOI'O.
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odopMIICHHS MIPOEKTHOM
JOKYMCHTAlIN

Opranuzanus CETEBOTO
aIMUHHUCTPUPOBAHUSI

AJMUHUCTpUPOBAHUE JIOKaJIbHBIX
BBIYHUCJINTCIIBbHBIX CCTCP’I nu HpI/IHﬁTI/IC
Mep IO YCTPAaHEHHUIO BO3MOXHBIX
cboeB

AJIMUHHCTPUPOBAHUE CETEBBIX
pecypcos B WH(POPMAIIMOHHBIX
crcTeMax

OOGecnieuenne cOopa JaHHBIX 7S
aHaJIM3a WCIIOTH30BAHUS

U (QYHKIMOHUPOBAHUS MPOTPaMMHO-
TEXHUYCCKUX CPCACTB KOMIILIOTCPHBIX
cerei

BzaumonelictBue co crnenuaiucTamu
CMeXHOro mnpoduins npu pazpaboTke
METOJIOB, CPEACTB M TEXHOJOTHI
IIPUMEHEHNUS 00BEKTOB
poeCCHOHATBHOU JIEATETLHOCTH

DKCIUTyaTalus 00BEKTOB
ceTeBOM MH(DPACTPYKTYpHI

VYcraHoBKa, HACTPOIKA, dKCILTyaTalus
1 00CITy’)KUBaHUE TEXHUYECKHUX

U IPOrpaMMHO-ANMapaTHBIX CPEICTB
KOMIIBIOTEPHBIX CETEMN

[TpoBenenue MPOPUIAKTHICCKUX
pabor Ha  OOBEKTax  CETEeBOW
UH(PPACTPYKTYPHI U paOOUNX CTAHITUIX

YcraHoBKa, HACTpOMKa, SKCILTyaTalus
U o0cyKUBaHUE CETEBBIX
KOH(pUTYparmit

Yuactue B pa3pabOTKe  CXEMBI
MOCJICABAPUIHOTO  BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH — KOMITBIOTEPHOM
CETH, BBITIOJIHEHUE BOCCTAHOBIICHUS U
pE3epBHOTO KOTIMPOBaHUS
nHbopmarumn

Opranuzanus WHBEHTapHU3aI1H
TEXHUYECKUX CpeICTB CEeTeBOM
UHGPACTPYKTYPHI, OCYIIIECTBIICHUE
KOHTpPOJsI 00OpyIOBaHUs TMOCIE €ro
peMOHTa

BeimonHeHne  3aMeHBI  PacXOJHBIX
MaTepualioB U MEIKUH  PEeMOHT
nepugepuitHoro o0opynoBaHus,
olpeaencHue yCTapeBIIEro
o0OpyIOBaHHS W NPOTrPAMMHBIX
CPECTB CETEBON MH(PPACTPYKTYpPHI

UTOIroO

80,00
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Pacnpenenenne OamwioB 1o kputepusM oueHuBanus s D 1TV
(uaBapuantHass u BapuatuBHas uvactu KOJ[) B pamxax I'MA mnpencrasiena

B TaOmmre Ne 9.

TaGmuma Ne 9

Mopayab 3aqaHus
Ne (BUI ACSTEIBHOCTH, BUJT
n/n npohecCuoHAIBHON
JeSITEIbHOCTH)

5

Kpurepuii ouennBanus Bannbl

1 | BemosHeHue pabot Brinonnenue MPOEKTUPOBAHUS 6
M0 TMPOEKTUPOBAHUIO CETEBOW | KaOEIbHON CTPYKTYPbl KOMIBIOTEPHOM

UHQPaCTPYKTYpHI ceTu

OcymiecTBieHre BbIOOpa TEXHOJOTHH, 8
HHCTPYMCHTAJIbHBIX CPEACTB

H CpCIACTB BBIYHUCIIMTEILHON TEXHUKHU
npu OpraHu3aIu nporiecca
pa3pabOTKU U HCCIIEIOBAHUS OOBEKTOB
poeCCUOHATBHOU JIEATETLHOCTH

Obecrnieuenue 3aIUThl HHPOPMALHU 8
B ceTn c UCTIOJIb30BAHUEM
POrpaMMHO-aNIapPaTHBIX CPE/ICTB

[lepennmanue ydacTus B TPUEMO- 2
C/IaTOYHBIX UCTIBITAHHUSX
KOMIIBIOTEPHBIX CETe W CETEeBOTO
000pyIOBaHUS Pa3IMYHOTO YPOBHS U B
OIICHKE KauyecTBa M SKOHOMHUYECKOM
3(()EKTUBHOCTH CETEBOM TOTIOJIOTHH

Brimonaenue TpeOOBaHMI 2
HOPMaTHBHO-TEXHUYECKOH
JOKYMEHTAIUH, UMETh OTIBIT
oopmIICHHS POCKTHOM
JOKYMCHTAIIUU

2 | Opranuzanus CETEBOTO | AJIMUHHUCTPUPOBAHUE JIOKQJIBHBIX 6
aJIMUHHCTPUPOBAHUS BBIYHMCIUTEIIBHBIX CCTCH M IMPUHATHE
MEp 10 YCTPAaHECHUIO BO3MOYKHBIX
cboeB

AIMUHUCTPUPOBAHHE CETEBBIX 8
pecypcoB B MH(OPMAIIMOHHBIX
cHUCTEeMax

Obecnieuenne cOopa JaHHBIX JUIA 2
aHaJIM3a UCIOJIb30BaHUS

U (PyHKIMOHMPOBAHUS MPOrPAMMHO-
TEXHUYECKUX CPE/ICTB KOMIBIOTEPHBIX
ceren

5 (I)OpMyJ'II/IPOBKa KpUTCpHA OLCHUBAHHA COBINAAACT C HAMMCHOBAHUEM HK, OK ¥ HauMHAeTcs ¢ OTIIArONLHOrO
CYHICCTBUTCIBHOI'O.
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B3aumopeiicTBre €O CHEIHMANTACTaAMHU 8
CMEXHOTo Tpodwmis npu pazpaboTke
METOJIOB, CPEACTB M TEXHOJOTHM
IPUMEHEHHUS 00BEKTOB
podecCHOHALHOM IS TEIBHOCTH

3 | Dkcmryatanus 00BEKTOB | YCTaHOBKA, HACTPOIKA, SKCILTyaTalus
ceTeBoi HHDPACTPYKTYPBI U 00CITY)KUBAHUE TEXHUUECKHX

U TPOrpaMMHO-AIMAaPaTHBIX CPEICTB
KOMIIBIOTEPHBIX CETEMN

[IpoBenenue PO PHIAKTHIECKUX
pabor Ha  OoOBEKTax  CeTeBOW 4
WH(PACTPYKTYPHI U paOOUNX CTAHITUAX

YcraHOBKa, HACTPOIKA, dKCILTyaTaus
u 00CITy>)KMBaHUE CETEBBIX 8
KOH(uUrypauui

Yyactue B pa3paboTke  CXEMbI
MOCJICaBapUMHOTO  BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH ~ KOMITBIOTEPHOM
CETH, BBITIOJIHEHHE BOCCTAHOBJICHUS
u PE3EPBHOTO KOTIMPOBAHUS
uH(bopMaluu

Opranuzanus WHBEHTapH3aI[u1
TEXHUYECKUX CpEJCTB CeTeBOU
UH(PPACTPYKTYPHI, OCYIIECTBIICHUE 4
KOHTpPOJIsl 00OpyIOBaHUS IOCJIE €ro
peMoHTa

BeimosiHeHWEe  3aMEHBI  PacXOJHBIX
MaTepUaIOB W MEIKHH  PEMOHT
nepudepuitHoro 000pyIoBaHuUs,
oTIpeJieiCHre yCTapeBIIETO
0o0OpyIOBaHUS W MPOTPAMMHBIX
CPE/CTB CETeBON HH(PPACTPYKTYPHI

HNUTOI'O (uHBapuaHTHAS YaCTh) 80,00

BCEI'O (BapuaTHBHAs 4acTh)® 20,00

UTOIroO

. . . 100,00
(COBOKYNTHOCTh HHBAPHUAHTHOW M BAPDHATHBHOM YacTeil) ’

® Kpurepuu ouenuBanus BapuatHBHOM wacth KOJ[ paspabaTbiBaroTcs 0OpasoBaTENbHON —OpraHW3aIien

CaMOCTOSITENIFHO C YYeTOM KBaTM(PHKANMOHHBIX TPEOOBAHWH, 3asABICHHBIX OpraHM3AIMsAMHU, pabOTOMATEISIMHU,
3aMHTEPECOBAHHBIMU B IIONTOTOBKE KAaJIpOB COOTBETCTBYIOIICH KBaMM(UKAIMK, B TOM YHCIE SBISIOIIAMUCS
CTOPOHOM JIOrOBOpa O CETEBOM (popMe peanm3anuu 00pa3oBaTeNbHBIX MPOrpaMM U (HIIH) JOTOBOPa O MPAKTHIECKON
ITOJITOTOBKE 00yJAFOIIIIXCSI.
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3.2 IlepeyeHb 000pYI0BAHNS M OCHAILIEHUS, PACXOHbIX MATEPHAJIOB, CPEJACTB 00y4eHUS U BOCTIUTAHUS

[lepeuenb 0OOpyAOBaHHS W OCHAIICHHS, PACXOJHBIX MaTEPHANIOB, CPEACTB OOY4YEHHS M BOCIUTAHUSA MPEICTaBICH

B 3aBUCUMOCTH OT BHJIa aTTecTaiuu, ypoBHs 1D npenacrapien B Tabmuie Ne 10.

HepequL 06OPYI[OB3HI/I$I " OCHAIICHUA, pACXOAHBIX MATCPHUAJIOB, CPCIACTB O6y‘IGHI/I$I 1 BOCIIUTaHHUS MOJXKET OBITh JOIIOJIHCH

oOpa3oBaTeIbHON OpraHu3alueld ¢ IEeIbl0  CO3/MaHus HEOOXOAMMBIX YCIOBUU st ydactus B JID oOydaroniuxcs

N3 YuCJja Jul € OTpaHNYCHHBIMU BO3MOKHOCTAMU 300POBbA U O6yanOIIII/IXCSI U3 4ucia ﬂeTeﬁ-HHBaHHHOB 1 MHBAJINJOB.

Tao6auia Ne 10

KoJj-Bo pa6ounx mect: 10

KoJsm4yecTBO 30H 3acTpOiiky miomaakm: 1

30HBI IJIOIAAKHA

HaunmeHnoBanue 30HbI ILIOIAAKH
(HaMMeHOBaHUe MOJYJIsl 32/IaHUA)

Koxa 30HEBI Iu10maaxu

Bun arrecranun/yposenn 19
(ITA, TUA/ID BY, TUA/ID 11Y)

Brimonaenue padot

1o MIPOEKTUPOBAHUIO CETeBOM
UH(PACTPYKTYPHI

Opranu3zanus CETEeBOIO
aJIMUHHUCTPUPOBAHUS

Okcrmryataiusi OOBEKTOB  CETEBOU
UHOPACTPYKTYPHI

ITA, THA/AD BY, THA/AD I1Y

Ilepeyennb 000py10BaHUs M OCHAIIICHUS, PACXOJHBIX MATEPHAJIOB, CPEICTB 00y4CeHHUs U BOCIIUTAHUS

Ne HanmenoBanue

MuHumanbHbIe (paMOYHbIC) TEXHIYECKHE
XapaKTePUCTUKHU

Kou-Bo
Ha 1
pabouee
MEeCTO

Ennuanna
HU3MEpEHUs

Kom-Bo
Ha
obmiee
YHUCJIIO0

Kon 30HEI
ILTOIAIKA

Bun
arrecranun/
ypoBeHb 1D




pabouunx

MeCT
Ilepeuensb 060py10BaHuUs
[TepconanbHbIi KOMITBIOTED B coope:
- CPU: ue menee Intel Core 15-10400, 4,3 'ty vt aHajor;
- RAM: HE  McHee 12 Ib wmu  aHajor;
-HDD: wme wmemee 1000 IB wm  amajor;
- ceTb: TexHoJsiorus Ethernet crangapra 100BASE-T
[TepcoHANIbHBIN KOMITBIOTEP aHajor, I1A,
B cGope - BUJIEOKApTa: HE MEHEE HHTErPHPOBAHHAA B CPU Intel T 10 I'MA/1D BY,
UHD Graphics 630 ¢ BO3MOXHOCTbBIO MOJKITIOUEHUS JBYX 'MA/1D 1Y
MOHHUTOPOB WIu aHaJor;
- MOHUTOD: HE MEHee 277 158107 aHaJIOT;
- KJIaBUaTypa: CTaHIapTyas TMPOBOJHAS WM aHAJIOT;
- KOMIbIOTEpHAs "MBIIIb": CTAHIAPTHBIN MPOBOJHON WU
aHaJIoT;
XapakTepuCTUKA  TO3UIMM — Ha  YCMOTpPEHHUE 114,
OmneparmoHHasi cuctema 0B6pa30BaTEbHOM OPraH3aIIH T 10 I'MA/AD BY,
I'MA/JID 1Y
1A,
p p H TUA/ID Y
11O JUTSt mpocMoOTpa | XapaKTepUCTUKKM  TO3UIMH — HAa  YCMOTpPEHHUE 1A,
nokymeHToB B (popmare PDF | oO6pazoBarenbHOl opranusanuu r 10 TUA/III bY,
I'MA/JID 1Y
1A,
ITO pns apxuBanuu f)(g p;g;fi?:g;é o :af;;mf/m - Ha yeMoTpenme IIT 10 I'MA/1D BY,
p p H TUA/JD TTY
1A,
I10 ans BupTyanusanuu 3)(621 P :;J;fi?:gi; 0 :;E;;HI;H - fa yeMoTperue T 10 I'MA/AD BY,
p p H TUA/ID Y
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TIA,

7 | OducHb1if naker XapaKTepnchHu MO3UIMK — HA  YCMOTPCHHE 1 r 10 A THA/ID BY,
00pa30BaTEIILHON OpraHu3aluu THA/ID ITY
g | PaGounii cron XgpaKTepnchHU MO3UIMK — HA  YCMOTPCHHE 1 r 10 A ' Al/_[)% BY,
00pa3oBaTeIILHOM OpraHu3aluu THA/D TTY
g | PaGounii cryn X6apaKTepI/ICTI/IKI/£ MO3UIMK  —  HA  YCMOTPCHHE 1 r 10 A o Al/_[I?B’ BY,
00pa30BaTeIILHOW OpraHu3aluu THA/D TTY
OO11ee KOJTMYECTBO PO3ETOK: HE MeHee 4
. HomunansHoe Hanpsokenue: 220 B IIA,
10 | CereBoit pubTp MakcuManbHasi MOUIHOCTh MOKIIOYEHHON HATPY3KH: He 1 T 10 A TUA/JID BY,
meree 2400 Bt I'MA/1D I1Y
Butel 3a1UTHL: OT TIEpErpy3Kd, OT UMITYJIBCHBIX IIOMEX
ITA,
11 | MOY XgpaKTepI/ICTI/IKI/Iv MO3UIIMK — HAa  YCMOTPCHHE 1 e 1 A THA/ID BY,
00pa3zoBaTeIbHON OpraHU3aAINH THA/ID TV
Cepesep
CPU ne menee Intel Xeon Gold 6130 X 2 uiu aHaizor
C RAM ne menee 128 r6 wiam anaior Ia,
12 | “CpBEp 1 T 1 AB TUA/ID BY,
SSD ne menee 500 10 X 5 wam aHajgor TUA/IID TIY
HDD ne menee 1Th unu ananor
ceTh: TexHosorusi Ethernet cranmapra 1000BASE-T
IlepeuyeHb pacxoaHBbIX MATEPHAJIOB
ITA,
1 | Bywara A4 Xapakiepuemint  TOSHIV W3 yONOTPIE | gog | uer | 500 | A | THAJDBY,
p p H TUA/ID Y
I1A,
2 | Pyuka mapukoBas f)(gp :;J;fi?:g;é 0 1{1;3;;141;4 T Ha yeMoTpenue 20 T 20 A I'MA/AD BY,
p p 8 TUA/JD TTY
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XapakTEpUCTUKNA  TO3ULIMH

Ha

YCMOTpEHHE

TIA,

Kapanai 00pa30BaTEIILHON OpraHu3aluu 20 T 20 TUAIS BY,
I'MA/1D 1Y
OcHalleHue cpeJACTBAMH, 00eCIeYHBAIIIMMH 0XPAaHY TPY/AAa U TEXHUKY 0€30MaCHOCTH

1A,
I'MA/1D 1Y

1A,
Ornerymrren Kapartepucrmr mowmmn - w yowoeme)| g e 1 THADD BY,
I'MA/J1D 1Y

Kynep 19 J1 | XapakTepUCTUKN  TO3ULUH Ha  YCMOTpPEHHUE [1A,
(xomomHas/ropsiaasi Bo/ia) 00pa3zoBaTeNbHON OpraHU3aAINH ! T 1 TUA/IS BY,
g p A P p t THUA/JIID TTY

23




3.3 IlpumepHblii IU1aH 3acTPOMKHU IIomaaku /3.

TpedoBanus Kk 3actpoiike miomaaku 19

[IpuMmepHBIi M1aH 3acTpoviku miomaaku /3, npoBoaumoro B pamkax 1A,

npeAcTaBieH B npwioxkeHnn Ne 2 k Hacrosamemy ToMy Ne | oOmeHOYHBIX

MaTEepUaoB.

[IpumepHsbIi TiaH 3acTpoiiku miomaaku /19 BY, npoBoauMoro B paMmkax

I'UA, npencrtaBnen B npwioxkeHun Ne 3 k Hactosmemy ToMy Ne 1 oneHOYHBIX

MaTepHUaoB.

[Tpumepnblit mnan 3actpoiiku riomaaku D IIY (uHBapuaHTHas 4acTh

KOJl), mpoBomumoro B pamkax ['MA, mpexacraBien B mnpuinoxeHun Ne 4 x

HAaCTOAIICMY TOMY Ne 1 OIOCHOYHBIX MATCPUAJIOB.

OO6mue TpeOOBaHUS K 3aCTPOWKE IUIOMIAJAKK TMPEJCTaBICHBI B TabJIHIle

No 11.
Taomuma Ne 11
HaumeHoBaHue TexHuyeckasi XapaKTepuCcTUKA (ONUCcAHKeE) Kox 30Hb1
IUIOIIA/IKHU
[Inomaaps 30HbBI: He MeHee | kB.M. Ha 1 (0JJHOTO y4acTHHKA) A
Ocaelenue: Ha pabouunx ctonax — 300-500 mroke. (He menee 500 A
JIIOKC)
Wurepuer: BO3MOXXHOCTh ~ MOJKIIOYEHHUS K  [POBOJHOMY A
nHrepHety Bcex 1K nim ananoros.
DIEeKTpUYECTBO: 220 BoubT nonkmodenus k cetu 1o (220 BonbT) A
KoHnTyp 3a3emieHus ansi | KOHTYp 3a3eMJICHUS JOJDKEH COCAUHSITH KOPILyC A
AIIEKTPOTIUTAHUS U CETH | AJIEKTPOYCTAHOBKHU C 3a3eMIISIOIIUM KOHTYPOM,
CI1a00TOYHBIX C IEeNbI0 MPEAOTBpAIllEHUS TOPAKEHUS TOKOM
MOAKITIOUEHU N paboTaIOMIMX U HAXOSAIIMXCS B HEMIOCPEACTBEHHOM
OJIM30CTH JIFOAEH
[TokpeiTHE TIOJNIA: JOJKHO oOecrieunBaTh 0e30MacHOE MepeMeEIleHuE, A

HE MMETh BBICTYIOB B MECTaX COCTBIKOBKH
3JIEMEHTOB MOKPBITHS, CIOCOOCTBYIOIINX
TpaBMupoBanmio_ 20 M? Ha BCIO 30HY




3.4 TpeOoBaHMS K COCTABY IKCIIEPTHBIX IPYIIT

KonnuecTBEHHBIN

CcOCTaB JKCIIEPTHOU

Ipynnsl  omnpenensieTcs

00pa3oBaTeIbHON OpraHU3allUuei, UCXOs U3 YMCia CAAIIINX OJHOBPEMEHHO [[D

O6yanOI_HI/IXCSI. OI[I/IH 9KCIICPT AOJZKCH MMCTh BOSMOKHOCTL OLICHUTL PE3YyJIbTAThI

BBINIOJIHEHUS OOYy4YaloIMMUCS 3aJaHusl B TOJIHOM Mepe COrjacHO KpHUTEpUAM

OLCHHUBAaHUA.

KomuecTBo OKCIICPTOB I[S BHC 3aBUCUMOCTU OT BHUIA ATTCCTAlIlUH, YPOBH:I

1D npencrapiieno B Tabmuie No 12,

Taomuma Ne 12

KoJu-Bo pabounx mect MakcumajibHOE KOJI-BO Kou-Bo 3kcnepros
B LIII/1D 00y4aroImuxcs- (onnoBpemenno B LII/1J)
YYaCTHHKOB /1D
(onHoBpemenno B LIT/1J)
1 1 3
2 2 3
3 3 3
4 4 3
5 5 3
6 6 3
7 7 3
8 8 3
9 9 3
10 10 3
11 11 3
12 12 3
13 13 3
14 14 3
15 15 3
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3.5 MHHcTpyKUMS M0 TeXHUKE 0€30MACHOCTH
1. Texuuueckuit SKCHEPT MO MOJAMKUCH 3HAKOMUT TJIABHOTO KCIEPTa, YWICHOB
AKCHEPTHOM TpymHmbl, OOydaromuxcs ¢ TpeOOBaHUSIMU OXpaHbl TpyAa U

0e30MacHOCTH MPOU3BO/ICTBA.

2. Bee yuyactHuku J1D noimkHBI cOOMIOIATh YCTAaHOBICHHbIE TPEOOBAHUS IO
OXpaHe Tpyda W TPOU3BOACTBEHHOM O€30MacHOCTH, BBIMOJHATh YKa3aHUS

TEXHUYECKOT0 IKCIEPTA 110 COOIIIOIEHUIO YKA3aHHBIX TPEOOBAHUM.
NHcTpyknus:

B MpOonIeCCC BBIITOJIHCHHUA JK3aMCHAIIMOHHBIX SaI[aHI/Iﬁ U HaXOXIACHHUA Ha

TUIONIA/IKE TTPOBE/ICHUS PK3aMEHa YYaCTHUK 00s3aH YETKO COOJII01aTh:
— MHCTPYKITUH TI0 OXpaHe TPYy/la U TEXHUKE 0€30MMacHOCTH;
— HE 3aXO0JIUTh 32 OTPAXKICHUS U B TEXHUUECKUE MOMEIICHUS;
— cOo0JII0IaTh JTUYHYIO TUTHEHY;
— IPUHUMATB IUILY B CTPOTO OTBEAEHHBIX MECTaX;

— CaMOCTOSTEILHO UCTIOIB30BATh MHCTPYMEHT B 000PYI0BaHUE, Pa3pPEIICHHOE

K BBIITOJIHCHHUIO 3K3aMCHAIITUOHHOI'O 3a1aHUd.

3anpemaercss HaxoauThes Bozne 11K B BepxHeil oaexae, NpUHUMATh MUILY,
yIOTPeOJIATh BO BpeMs paOOThI AJIKOTOJIbHBIEC HAITUTKH, & TAK)KE OBITh B COCTOSTHUU

AJIKOI'OJIBHOI'O, HAPKOTHUYCCKOI'O WJIN APYIoro OIIbAHCHUA.

Pabora Ha IIOMaaKe IMMPOBCACHUA 9K3aMCHA Pa3pCliacTCia MCKIIOYHUTCIBHO B
MNPUCYTCTBHUU JKCIICPTA. 3anpemaeTc;1 MNPUCYTCTBHUC Ha IUIOHIAAKC ITIPOBCACHUA

9K3aMCHAa IMOCTOPOHHUX JIMII.

ITo BceM Bompocam, CBSI3aHHBIM C pabOTON KOMIIBIOTEPA, CIeAYET 00paliaThCs

K TEXHHYECKOMY SKCHEPTY.

YyacTHHK 3K3aMeHa JOJIDKCH 3HaTbhb MCCTOPACIIOJOKCHHEC IICPBUIHBIX CPCACTB

MMOXKApOTYIICHUA U YMCTb HUMH I10JIb30BATHCA.
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[Ipu HecyacTHOM cilyyae MOCTpPaAaBIIMI MM OYEBUJEL HECUACTHOIO CiIydast

00s3aH HEMEJIEHHO COOOIIUTh O CITyYHBIIEMCS DKCIIEpTaM.

Ha mnomaake IMPOBCACHNA 3K3aMCHA HAXOJHUTCS allTCUKa HCpBOfI ITIOMOIIIH,
YKOMIUICKTOBaHHAasA UW3ACIUAMU MCAUIHUHCKOTO Ha3HA4YCHU:A, CC HCO6XOI[I/IMO
HCIIOJIB30BaTh AJIA OKa3aHUA HepBOﬁ rnomMomu, CaMOIIOMOIIHN B CIIYUaAX IMOJTYUCHUA

TPaBMBI.

B ciyyae BO3HMKHOBEHHUSI HECYACTHOTO cliy4asi Wiu OOJIE3HH y4acTHHKA, 00
3TOM HEMEJIEHHO yBenoMisieTcs [ maBHbIN dKcnepT. | TaBHBIN SKCTIEPT NPUHUMAET
pelIeHHE O Ha3HAYCHWM JOMOJHUTEIBHOIO BPEMEHU sl y4yacTtus. B ciydae
OTCTPAHECHUS yYaCTHUKA OT JaJbHEUIEro y4acTus B 9K3aMeHe BBUAY O0JIE3HU HIIH

HECYACTHOT'O Cy4asi, OH MOJYyYUT OaJlIbl 3a JIF00YIO 3aBEPIICHHYIO padoTy.

BelieykazanHble cirydau MoJyiekaT 00513aTebHON perucTpanuu.
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3.6  Oopa3ubl 3a1aHuA

HaumenoBanue MOAYJA 3aIaHUsA

Bun
arrecTauuu/ypoB
enb /1D
(ITA, TUA/ID BY,
TUA/JID 1Y)

Mopyas 1: BeinosiHeHne padoT 10 MPOEKTHPOBAHUIO ceTeBOil HHPPACTPYKTYPbI

3ananue Moyns 1:
OO6pa3er 3agaHust I IEMOHCTPAIIMOHHOTO SK3aMEHa 10 KOMILIEKTY
OLICHOYHOHM JOKYMEHTAIIHH.

[Ipeaucnosue:

AJIMAHHUCTPUPOBAHUE CETEN U CUCTEM SIBISAETCS OJHOM U3 KIHOYEBBIX
3aJa4y = MpU  CO3JAaHMM U TOAJEPKKE  HMH(POPMAIMOHHON
uHppacTpykTypsl —opraHuzanuu. KauecTBeHHass HacTpolika U
yIpaBlI€HUE CETeBBIMU KOMIIOHEHTAMU, CEpBEpaMU U CEpPBUCAMU
UrpaeT BaXHYIO poOJib B 00OecredeHHH cTaOuiIbHON M Oe3omacHOU
paboTHI BCEH CHUCTEMBI.

JlanHO€ 3a7jaHKe MpeICTaBIseT cO00M KOMIJIEKCHYIO MPOrpaMMy I10
aIMUHUCTPUPOBAHUIO, KOTOpas BKIIOYAeT B CeOS HECKOIBKO
Moayne. Kaxnapli MOIysb OXBaThIBA€T pPa3JIUYHbIC ACTIEKTHI
HACTPOMKA W TOINICPKKH CHCTEMBbI, HayuHasd C 0a30BOMH
KOH(PUTYpAIlMK YCTPOWCTB M 3aKaHYMBAs peaTM3alUeil CIOKHBIX
CEpPBHUCOB U TEXHOJIOTUH.

Moayns A mocBsimeH 0a30BOM HACTPOMKE YCTPOWCTB, BKIIFOYAs
MPUCBOEHUE UMEH, pacueT [P-anpecany U HaCTPOWKY BHYTpEHHEH
JUHAMHYECKONM MapHIpyTU3alMi. OTH IIard MO3BOJIAIOT CO3/aTh
OCHOBY JUIsl TaIbHEHIIIEro pa3BUTHUSL U MACIITAOMPOBAHUSI CETH.

Moayns b doxycupyercs Ha  Hactpoitke  DNS-cepsepa,
CUHXPOHM3AIIMM BPEMEHH MEXAYy YCTPOICTBaMH, pealln3aluu
¢aitnooro SMB(NFS)-cepBepa u Apyrux CepBHCOB, TaKHX Kak
MOHHUTOPHUHT U LEHTp cepTuduKanuu. Bee 3Tu maru HampaBieHbl Ha
obecrieueHre 0€30MaCHOCTH, TOCTYNHOCTH M (YHKIIMOHATBHOCTU
CUCTEMBI.

Monayns B Britouaer B ceOs HacTpOMKY 3alllUIIEHHOTO TYHHEINS
MexX]ly oucam, yrpaBieHue TpahuKkoM U KOHPUTypHpOBaHHUE BeO-
cepBepa. OTH Mepbl CHOCOOCTBYIOT 00OecHeueHHIo Oe3011acHOCTH
KOMMYHHKAIIMH, KOHTPOJIIO Tpaduka M MPeAOCTaBICHUIO JOCTyNa K
BEO-TIPUIIOKEHUSIM.

Ilenp nmaHHOTO 3aJaHHsI COCTOUT B TOM, YTOOBI pa3paboTaTh U
HACTPOUTh KOMIUIEKCHYIO CHCTEMY, KOTOpas  yJIOBJIETBOPSET
TpeOOBaHUSM 0€3011aCHOCTH, (GYHKIIHOHATBHOCTH H
MPOU3BOIUTENBHOCTH. PaboTa B paMkax 3TOro 3aaaHus TpeOyer
rIyOOKUX 3HAHWI ¥ HABBIKOB B 00JIACTH aIMHUHUCTPUPOBAHUS CeTEH U

TIA, TUA/IID BY,
TUA/JD ITY
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CUCTCM, a TAKKC YMCHUSA NPUMCHATH COBPCMCHHBIC TCXHOJIOTMH U
METOAbI AJIA AOCTHXKCHUS ITOCTAaBJICHHBIX I_IGHCI;'I.

y‘-ITI/ITe, YTO B HCKOTOPLIX 3aJJaHUAX HGO6XOI[I/IMO COCTaBHUTH OTYET O
HpoJIeTIaHHOM paboTe B AICKTPOHHOM BHJIE.

Tononorus cetu

( INTERNET \

BpeMeHHOe
noaknuyeHne

HQ-R BR-R

HQ-SRV BR-SRV

[
€

\ HQ / \ BRANCH /

3ananue 1 moayas 1

1. BemosnuTe 6a30BYI0 HACTPOMKY BCEX YCTPOUCTB:
a. IlpucBouTh MMEHA B COOTBETCTBUU C TONOJOTUEH
b. Paccuwmraiite [P-anpecaruto IPv4 u IPv6.
Heo6xomumo  3amonHuth  Tabmuiyy Nel, dTOOBI
9KCIIEPTHI MOTJIH IIPOBEPUTH Ballle pabouee MeCTo.
c. Ilym anpecoB mns cetu opuca BRANCH - He Gonee 16

d. Ilym ampeco mis cetu odpuca HQ - He Gosee 64
Tab6muma Nel

HNms ycrpoiicTBa IP
CLI

ISP
HQ-R
HQ-SRV
BR-R
BR-SRV
HQ-CLI
HQ-AD
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2. Hacrpoiite BHYTPEHHIO JHHAMHYECKYIO MaPIIPyTU3AIHIO 10
cpeacteam FRR. BriGepute u 060cHYyiiTe BHIOOP MPOTOKOJIA
JUHAMHUYECKOW  MapLIpyTu3aluud M3  pacu€ra, YTO B
JanbHeHIeM ceTh OyJeT MaciTabupoBaThCs.

a. CocraBbTe TOMoJyoruto cetu L3.
3. Hacrpoiite aBTOMaTtHueckoe pacmpeznencHue |P-agpecoB Ha

poyrepe HQ-R.
a. YuTuTe, 4TO y cepBepa JO0JDKEH ObITh 3ape3epBHPOBAH
azpec.

4. HactpoiiTe noKaJbHbIE YUETHBIE 3aIICH HAa BCEX YCTPONUCTBAX
B COOTBETCTBUU C TaOnuue 2.

Tabmuma Ne2

Yuérnan Mapoas IIpumeyanue
3alluCh
Admin P@sswOrd | CLI HQ-SRV

HQ-R
Branch admin | P@sswOrd | BR-SRV BR-R
Network P@sswOrd | HQ-R BR-R BR-
admin SRV

5. HM3meppTe TPOMYyCKHYIO CHOCOOHOCTH CETH MEXKIY IBYMsI
yznamu  HQ-R-ISP  mo cpeactBam  yrwmmtel  iperf 3.
[IpenocraBpTe onMcaHne MPOMYCKHOM CITOCOOHOCTH KaHal1a Co
CKPHUHILIOTaMH.

6. CocraBbTe backup CKpumTHI AJ1s1 cOXpaHEHUs KOHPUTYpAIu
CeTeBBIX  ycTpoiictB, a  uMenHo HQ-R BR-R.
[IpoaemoHCcTpUpYiiTE UX paboTy.

7. Hactpoitite mnoaxmouenue mno SSH mana  ynanéHHOTO
koHpurypupoBanus ycrpoiictea HQ-SRV mo mopry 2222.
YyTuTe, 4TO BaM HEOOXO0IMMO MEepeHaIpaBUTh TpauK HA STOT
MOPT MO CPEICTBAM KOHTPOJIUPOBAaHMS Tpaduka.

8. Hacrpoiite kouTpoas aoctyna g0 HQ-SRV mo SSH co Bcex
ycTpoiicTB, kpome CLI.

Monaynb 2: Opranu3aums ceTeBoro aAMMHUCTPUPOBAHHUSA

3ananue MoLyas 2 I'MA/1D BY,
1. Hacrpoiite DNS-cepBep Ha cepBepe HQ-SRV: 'NA/1D ITY

a. Ha DNS cepBepe HE0OX0MMO HACTPOUTD 2 30HBI
3ona hg.work, Takxe He 3a0y/IbTe HACTPOUTH OOPATHYIO 30HY.

Nmsa Tun 3anucn Anpec

hg-r.hg.work A, PTR IP-agpec

hg-srv.hg.work A, PTR IP-agpec
3ona branch.work

Nmsa Tun 3anucu | Aapec

br-r.branch.work A, PTR IP-aapec

br-srv.branch.work | A IP-aapec
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2. HacrpoiiTe cCHHXpOHHU3ALNIO0 BpEMEHH MEK/Y CETEBBIMU
yCcTporicTBaM# 10 MpoTokoiry NTP.

a.

b.

d.

B kauecTBe cepBepa nomkeH BoicTynath poyrep HQ-R
CO CTPaTymMOM 5

Ucnonp3yiite Loopback muTepdeiic Ha HQ-R, kak
UCTOYHUK CEpBEpa BPEMEHU

Bce ocranbHbBIE yCTpOWCTBA M cepBepa JOJDKHBI
CUHXPOHM3UPOBATh CBOE BpeMs ¢ poyrepom HQ-R
Bce ycrpoiicTBa 1 cepBepa HACTPOEHBI HA MOCKOBCKUI
yacoBoi nosic (UTC +3)

3. Hacrpoiite cepBep ToMeHa BBIOOp, €ro THUIAa 0OOCHYHTE, Ha
0aze HQ-SRV wuepe3 web wmnTepdeiic, BHIOOp TEXHOJIOTHIA
obocHyiiTe.

a.
b.

Beenure mamuusl BR-SRV u CLI B ma"HbIi fOMEH
Opranu3yiite OTCIASKUBAHNE MOAKITIOYCHUS K IOMEHY

4. Peanuzyiite daitnoeii SMB unu NFS (BeiOop oOocHyiiTe)
cepBep Ha 0aze cepBepa HQ-SRV.

a.

b.

JlookHBI  OBITH  ONMYyOJIMKOBAHBI OOINHME TMANKH TI0
HaA3BaHUAM:
i. Branch_Files - Ttompko mast mosb3oBaTens
Branch admin;
ii. Network - Tompko mus monp3oBarenss Network
admin;
iii. Admin_Files - Tompko mIs TOJB30BATEIS
Admin;
Kaxnmass mamka J0DKHA MOHTHPOBAaThCS Ha BCEX
cepBepax B manky /mnt/<name folder> (mampumep,
/mnt/All files) aBTomaTH4ecKku Ipu BX0A€ JOMEHHOTO
NOJIb30BATENsl B CHCTEMY W OTKIIIOYATHCS IPH €ro
BBIXOJIE U3 CECCHUH. MOHTHPOBATHCS JOJDKHBI TOJIEKO
JOCTYITHBIE TI0JIH30BATEIIO KaTaIOTH.

5. Ckoudurypupyiite Be6-cepep LMS Apache Ha cepepe BR-

SRV:
a.

b.
C.

Ha rnaBHO#l cTpaHuMIle MOJDKEH OTpaXaThCsl HOMEP
MecTa

Hcnonb3yiiTe 6a3y manubix mySQL

Co3paiite nosb3oBaTesneil B COOTBETCTBUM € TaOIULIEH,
MapoJin y BCeX Mmoib3oBareneii «P@ssword»

NMonb3oBatenb lpynna
Admin Admin
Managerl Manager
Manager2 Manager
Manager3 Manager
Userl WS
User2 WS
User3 WS
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Userd WS

User5 TEAM
User6b TEAM
User7 TEAM

6. 3amycrute cepsuc MediaWiki ucrons3ys docker Ha cepsepe
HQ-SRV.
a. Ycranosute Docker u Docker Compose.
b. Co3paiite B JomaimHed AWPEKTOPHH IOJIH30BATEIIS
¢aitn wiki.yml st npunoxerust Media Wiki:

i. CpeactBamu  docker compose  JOJDKEH
CO3/IaBaThCs CTCK KOHTEHHEPOB c
npuioxxenneM MediaWiki u 6a30ii JaHHBIX

ii. Hcmone3yiite nBa cepBuca,

iii. OcnoBHo#i kouteitHep MediaWiki mosmkeH
Ha3pIBaThCs Wikl W HCHONB30BaTh 00Opa3s
mediawiki;

iv. ®@aitn LocalSettings.php ¢ KOppeKTHBIMH
HACTpOWKaMH  JIOJDKCH  HAXOJWTBCS B
JIOMAIITHEN Tanke MOJIB30BATENS 51
aBTOMAaTHYECKH MOHTHPOBATHCS B 00pas;

V. KonrteitHep ¢ 0a30fi JaHHBIX JIOJDKEH
HaspiBaThes db 1 Mcmosp30BaTh 006pa3 mysql;

vi. OH go/DkeH co3fgaBath 0a3dy ¢ Ha3BaHHEM
mediawiki, AOCTymHYI0 TIO CTaHAApTHOMY
MopTy, A Tosb3oBarenss wiki ¢ mapoJiem
DEP@sswOrd,

vii. Ba3za qo/mkHa XpaHUTBCS B OTAEILHOM volume ¢
HazBanueM dbvolume.

MediaWiki nomkHa ObITh AOCTyIHA H3BHE uepes mopt 8080.

Monayinb 3: IkeniyaTanus 00beKTOB ceTeBoil HHPPacTPyKTYpbI

3aganue moayis 3:

1. Peanu3syiiTe MOHUTOPHHT 11O cpezcTBam rsyslog Ha Bcex Linux
XOCTax.
a. CocraBbTe OTUET O TOM, KaK pabOTaeT MOHUTOPUHT

2. BreimonHuTe HACTPOWKY LeHTpa cepTudukanuu Ha 6aze HQ-
SRV:
a. Bermaiite ceprudukars ais SSH;
b. Bsigaiite cepTrdukaTel 11t BeO CepBEpPOB;

3. Hactpoiite SSH na Bcex Linux xocrax:

Banner ( Authorized access only! );

VYcraHoBUTE 3apeT Ha JOCTYM root;

OTkirounTe ayTeHTU(UKALIUIO 110 TTAPOJIIo;

[lepeBenuTe Ha HECTAHJAPTHBIN MOPT;

OrpaHuubTe BBOJ MONBITOK 10 4;

OTKIIIOUKTE MYCTHIE MAPOJIH;

YcraHoBuTe mpenen BpeMEHH ayTeHTU(UKanmuu 10 5
MUHYT;

@me oo o

THUA/ID ITY
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4.

6.

10.

h. VYcranoBute aBTOpH3alUIO 1O CEPTH(UKATY BBIIAHHBIM
HQ-SRV

Peanu3yiite anTHUBUpYyCHYIO 3amuTy mo cpenctBam ClamAV

Ha ycrpoiictBax HQ-SRV u BR-SRV:

a. Hacrpoiite ckaHMpOBaHHME CHUCTEMBI pa3 B CYTKH C
COXpPAaHEHUEM OTYETA

I. Y4ruTte, 4TO CKAHUPOBAHUE JOJDKHO IIPOBOJUTCS IPH

YCIIOBUH, UTO OT [0JIb30BaTENIEl HET HAarpy3Ku
Hactpoiite cucremy ynpasnenus Tpagukom Ha poytepe BR-R
JUI KOHTPOJISI BXOJSIIEro Tpaduka B COOTBETCTBUU CO
CIIEYIOIIMMH MTpaBUJIaMU:

a. Paspemmrte momkiroueHuss k mopram DNS (mopt 53),
HTTP (nopt 80) u HTTPS (mopt 443) 17151 Bcex KJIMEHTOB.
OTu NopTHl HEOOXOAMMBI NIl pabOThl HACTPaMBAEMBIX
CITy k0.

b. Paspemiute paboTy BBIOPaHHOTO MPOTOKOJIA OPraHU3AI[HH
3alMIIEHHON CcBsA3M. PaspelieHne nopToB JOKHO OBITH
BBITIOJIHEHO IO MPUHIUITY "HE0OX0UMO U JOCTaTOYHO".

C. Pazpemnre paboty mnpotokonoB ICMP (mpoTtokon
yrpaBiieHus: coodmenusiMu Internet).

d. Paspemute paboty mporokosa SSH (Secure Shell) (SSH
HCIOJIb3YeTCsl Ul 0e30MacHOro yIajleHHOTO JIOCTyNa U
yIpaBlIeHUs] yCTPOUCTBAMU).

€. 3amperure BCe MPOUYHUE NOJKITIOUCHHUS.

f. Bce npyrue noaKItOueHUs JOJDKHBI OBITH 3alPEIeHBI IS
oOecrieueHHs O€30M1aCHOCTH CETH.

Hactpoiite Buptyanensiii npuntep ¢ nomomisto CUPS s
BO3MOKHOCTH II€4aTH JOKYMEHTOB 3 Linux-cucremsl Ha
cepBepe BR-SRV.
Mexny opucamu HQ u BRANCH ycraHoBuUTE 3alUIIIEHHBIN
TYHHEIIb, [O3BOJIAIOLIMHM  OCYIIECTBIATh CBSA3b  MEXIY
pErnoHaMu ¢ MPUMEHEHUEM BHYTPEHHHX aJlpeCOB.
Ilo cpencTBam yke HACTPOEHHOI'O MOHUTOPHMHIA YCTAaHOBUTE
CIIEAYIOIINE TapaMeTpPhl:
a. Warning
i. Harpyska npoueccopa 6osnbiie wiu pasHa 70%
ii. 3amoJHEHHOCTh OIEPATUBHOW MAMSATH OOJbBLIC WU
paBHa 80%
iii.  3amonHeHHOCTH aUCKa OOJIbIle KK paBHA 85%
b. Hamumure mian nedictBust npu nosydenun \Warning
COOOLIEHUN
Hactpoiite nporpammusiii RAID 5 wu3 guckoB mo 1 TI0,
KOTOpbIe MoAKIIoUeHbI K MamnHe BR-SRV.
Hacrtpoiite Bacula na cepBepe HQ-SRV nns pesepBHOro
KonupoBaHus etc Ha cepBepe BR-SRV.
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[Tpunoxenne Ne 1 Kk OLEHOYHBIM

matepuanaMm (Towm 1)

Pexomennanum no ¢popmupoBanuio sapuarusHoi yactu KO/,

BAPHATHBHOM YaCTH 3aJaHUS U KpUTepHueB oueHuBanus aas /3 ITY

OO6pazoBarenbHas oOpraHu3aldsg MpPU HEOOXOJUMOCTH CaMOCTOSITEIIBHO
dbopmupyet conepxanue BapuatuBHoi yactu KO/l u BapuaTBHON 4acTu 3aJjaHUS
ot 10 IIY Ha ocHOBe KBaIM(UKAIMOHHBIX TpeOOBaHUM, 3asBICHHBIX
OpraHu3aIusIMH, paboTO/aTeNsIMH, 3aWHTEPECOBAHHBIMM B TIOJITOTOBKE KaJIpOB
COOTBETCTBYIOIICH KBadu(UKAIUK, B TOM YHCIE SBISIONIUMUCSI CTOPOHOM
JIOTOBOpa O ceTeBoM ¢opMme peanu3anuu 00pa3oBaTENIbHBIX IMPOTrpaMM
U (WIK) 1OTOBOpa O MPAKTUYECKOM MOJITOTOBKE 00 yJarOITUXCS.

I[Ipu  dbopmupoBanum  coxepkanusi  BapuatuBHOM  yactu  KOJJ
st 12 TTY pekoMeHayeTcst HCIIONB30BaTh HIDKECIEAyomre GopMbl TaOIHII.

Nudopmarust o nponomkureabHocTd /1D npopuiabHOro ypoBHS € y4eTOM

BapHaTHBHOM YacTu hopmupyetcs o ¢popme cornacHo Tadmure Ne 1.1.

Ta6mmma Ne 1.1

Bun Yposens /19 CocTaBHast yacTh ponoskurenbHocTs 19
aTTrecTalum KO/l (He 0oJ1ee)
(nuHBapuaHTHas/
BAPHATHUBHAS YaCTh)
I'A npopUITBHBIH COBOKYITHOCTb 0:00
WHBAPUAHTHOUN U <npoOONAHCUMENLHOCTIL He
BapUaTUBHOM YacTei bonee 4,5 acmponomuueckux
4acoe>

ConepxatenbHasi cTpykrypa BapuatuBHOM wactu KO mna D IV
(kBammuduKaMmoHHbIe TpeOOBaHUA paboromaTeneit) dopmupyercs mo dopme

coritacHo Tadauiie Ne 1.2.
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Tabmuma Ne 1.2

Ilepeuenn
OlLIEHHMBAEMBbIX
Ne B 1eSATeLHOCTH 3 IlepedyeHb OLEHMBAEMbIX
n/n KOMIIETEH U YMEHMIi, HABBLIKOB

Pacnpenenenne OawioB 1o kputepusM oueHuBaHus s D 1TV
(BapmaTuBHas 4acTh) B pamkax [ A ocymiectBisieTcst mo (hopme corjiacHo Tabiuiie

Ne 1.3.

Taomumna Ne 1.3

Ne Moayab 3aqaHus Kpurepuii oueHuBanust

Banabl
n/n

BCEI'O (BapuaTtuBHas yactb KOJI) 20,00

[Tpu popmupoBanuu BapuatuBHoi yactu KO/ mst JID ITY B wactu nepeuns
o0OpyZOBaHUS M OCHAIICHUS, PACXOJHBIX MATEPHANIOB, CPEICTB OOyYCHHUS
¥ BOCIIUTaHUSI PEKOMEHIYETCS UCIIONIBb30BaTh (hopmy Tadmmist Ne 10,

[Ipu dopmupoBannu BapuatuBHOM wactu KOJ mms JID IIY B wactu
MPUMEPHOTO TIJIaHA 3aCTPOWKH PEKOMEHAYETCS HCIOIb30BaTh (POpMy TaOIUIIBI
Ne 11. Ilpu sTOoM mpUMEpHBIN MIaH 3aCTPOMKH TUIOMIAJKH MpPH HEOOXOAUMOCTH
MOKET OBITH JIOMOJIHEH O0BEKTaMH y4eOHO-TIPOU3BOICTBEHHON HHPPACTPYKTYPHI,
HE0OXO0UMOM 17151 BRIMOJHEHUS BapuatuBHOM 3aaanus J1O I1Y, pa3pabarsiBaemoit

o0pa3zoBaTeIbHOM OpraHu3anuen ¢ yyactTueM paboToaaTennei.
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BapuatuBnas uacte 3amanust 1D IIY dopmupyercs no dbopme coriiacHO

tabmaure Ne 1.4.

Ta0onuma 1.4

HaumenoBanue MOAYJA 3aIaHUsA

Bun
aTrecTamumn/
yposensb /D

Monynb 3a1aHus:

3ajanue MoayIis

JlCRINY
BapuaruBnas
yacth KO/l
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Kpurepun ouenuBanus k BapuatuBHo yactu KO/l (k BapuatuBHOM uvactu 3ananus /1D I1Y) gopmupyrorcs cormacHo

tabmure Ne 1.5.

Ta6muma Ne 1.5

HanmenoBanue Kpurepuit [oaxpurepuit | OnucaHue OLEHKH MOAKpUTEPHUS | MakcuManbHbIN Bec Hrorossiii
MOJYJIS 3a/laHuUs OLICHUBAHMS | OILICHUBAHUSA 0aJ1 OLlEHKH MOJAKPUTEPHS: | MaKCUMalbHBIN
(Bun (ymenus, Konkpernie Omucarme MOJKPUTEPHS - He MeHee 1; Oamn
npodeccCuoHaTbHOM HaBBIKU/ OHerIBaeMHe pesyibrata - 2 Gamna - mar 0,5; MOJIKPUTEPUS
NESITETHHOCTH) MPaKTUYECKU I ACUCTBHA BBITOTHCHIA - He Gosee 3.
OTHIT) (omeparyn) KOHKPETHOTO
uian Habop nercTBus
JNEUCTBUM s (omeparun)
OIICHKHU MOJIKpUTEPHUS
MOKPUTEPHS B Oasurax

Cxema oniennBaHus (B 6ayax) nmpejacrabiena B Tadmuie Ne 1.6.

Tabmuma Ne 1.6
2 6asuia | meiicTBue (omepaiusi) BBIIOJIHEHA B MOJIHOM Mepe COTJIACHO YCTaHOBJICHHBIM TPEOOBAHUSIM
Cxema oneHMBaHHS 1 6ann neiicTBre (oTepalinsi) BHIIOJIHEHA, HO HIKE YCTAaHOBICHHBIX TPeOOBaHUM (MMEIOTCS He3HAYUTENbHBIE OIIUOKHN)
0 6anusioB | neiicTBue (omeparysi) He BBIOIHEHA, pe3yIbTaT OTCYTCTBYET
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[Tpunoxenne Ne 2 K OLIEHOYHBIM

martepuanam (Towm 1)

IIpumepHbIii 1aH 3acTpoiiku momwaaku /13, nposogumoro B pamkax ITA

Koa 30HbI Iutomaakm: A

Nerenga

Pabouee mecto {1kl m wm
donee) B CcoCTEEE: CTOA, CTYA,
CHCTEMHBIA  GA0K, MOHMTOP,
MblWE, KN3EWETYRE, Hadop NC

@ CrHeTylWHTENb
IEJ AnTeuxa

— KommyTaTop,/maplpyTusatop
=] d
! (MOET ObITb B CEPEEPHONA)

B600 M

k—1000 mm—>
N L LHE MeHee 300_) @ NogknoueHue 220 B (po3eTku)
MM @ MoAKAKNEHME K NOKANBHON CETH
é ' . @ BuknouaTens
= E = B Cepsep  (momer Bomb 8
I F—— N Y aimn, @ = = CEpBEpHODM)
I I

7200 mma
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[Tpunoxenne Ne 3 K OLIEHOYHBIM

martepuanam (Towm 1)

IIpumepHblii mu1aH 3acTpoiiku miomwaaku /A9 BY, nposogumoro B pamkax I'HA

Koa 30HbI Iutomaakm: A

Nerenpa

PaBouee mecto (Ixl m M
Honee) B CcoCTaee: CToA, CTyA,
CACTEMHBIA  OAOK, MOHMTOP,
MblWE, KN3EMaTyYpa, Habop NO

@ OrHeTylwuTaNb

IEJ AnTedxa

prre KommyTaTop/MapIWpyTHIaTOR
=5 B 2
— [MoeT ObITb B CEpBEPHOM)

6600 mm

k—1000 mm—s

MNograoxerwe 220 B (po3eTrn)
MogrAKYEHKE K NOKENEHOH CETH
BhikatosaTenb

t Cepeep (momer Obmb B
= B cepeepHoil)

.HE MeHee 300%

8!
=] [=

N

7200 mm
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[Tpunoxenne Ne 4 Kk OLIEHOYHBIM

martepuanam (Towm 1)

IIpumepHbliii mu1aH 3acTpoiiku miaomaaku /19 IIY, nposoaumoro B pamkax 'HA

Koxa 30HbI utomaakm: A

Nerenpa

Pafouee mecto (Ixl m wm
donee) B COCTEEE. CTOA, CTYA,
CHCTEMHEIH  GN0K, MOHMTOP,
MblWE, KN3EMaTypa, Hatop NO

@ OrreTywsxTens

IEJ AnTeyxa
KommyTaTop,/maplpyTusatop

[MOET GbITb B CEPBEPHOM)

6600 Mmm

k—1000 mm—s|

Mograouenue 220 B (po3eTtrn)

LHE MeHee 300%
MM HDP,H.FIID'\-IEHHE K NOKENEHOW CETH

8!
=

BrikntouaTenb

Cepeep  (mower Obmb B
CEPEEPHOI)

@) = =z

7200 mm
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